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Decentralized Learning

Fixed undirected and connected graph G = (V , E) with |V| = n nodes

Gossip matrix W ∈ [0, 1]n×n over the graph G is a doubly stochastic matrix

(W1 = W>1 = 1) with Wuv > 0 if and only if there exists an edge between u and v

For Decentralized Gradient Descent, nodes aim to optimize an objective function of the

form f (θ) =
∑n

v=1 fv (θ, Dv) where θ represents the parameters of the model and L is

some differentiable loss and Dv the local dataset of node v. Let θv
v be an arbitrary

initialization of the parameters at each node v. We denote the local gradient of node v at

iteration t (scaled by η ) by gv
t = ∇fv (θv

t , xv). We note Gt the stacked gradient across all

nodes. Then, D-SGD can be written as:

Gradient update: θt+1
2

= θt − ηGt, Gossiping step: θt+1 = Wθt+1
2
.

Privacy in Decentralized Learning

D-SGD is vulnerable to privacy attacks. In [2], a node can reconstruct datapoints from

other nodes, even if they are far away from the attackers in the graph

When differential privacy mechanisms are applied at nodes’ level, privacy guarantees are

amplified by decentralization as noise accumulate [1].

No existing analysis able to take into account the noise correlation between nodes

Differential Privacy in Central Setting

A randomized mechanism M satisfies µ-Gaussian Differential Privacy (µ-GDP) if, for any

neighboring datasets D ' D′, there exists a (possibly randomized) function h such that

h(Z) d= M(D), Z ∼ N (0, 1), h(Z ′) d= M(D′), Z ′ ∼ N (µ, 1),

where
d= denotes equality in distribution.

DP is achieved by clipping and adding Gaussian noise to the gradients.

Noise accumulate through

iterations and using correlated

noise decrease the overall amount

of noise injected in the system

For Apre
ij = 1i≥j, DP-SGD is:

θ = 1T⊗θ0−(ApreG + Z) , G ∈ RT×d

For any factorization Apre = BC ,

one can rewrite ApreG + BZ as

Apre(G + C†Z)
Goal: minimize sens(C)2‖B‖2 with

sensΠ(C) = max
G'ΠG′

‖C (G−G′)‖F .

Framing MF-D-SGD as a MF problem
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Initial
local
models
∈ ℝ𝑛×𝑑

Optimized under constraints

Drawn from 𝒩(0, 𝜎2sens(𝑐)2𝐼𝑛𝑇 )

Gossip matrix ∈ ℝ𝑛×𝑛

Local averaging
with neighbors

Stacked models

Workload 𝑾𝑻

Data Independant

𝑀

Messages

𝒪𝒜

Iter 1
Iter 2

Iter 𝑇

Gradient step: θt+1/2 = θt − η
(
Gt + C†t Z

)
, and Gossiping step: θt+1 = Wθt+1/2

Whole algorithm can then be summarized as

θ = (IT ⊗W )
(
Mθ0 − η WT

(
G + C†Z

))

Correlated noise in D-SGD

Algorithm 1: MF-D-SGD: Matrix Factorization Decentralized SGD

Inputs: W ∈ Rn×n, C , T , ∆g, σ, θ0 ∈ Rn×d, Z ∼ N (0, ∆2
gσ

2)nT×d

forall node u in parallel do

for t = 1 to T do

g
(u)
t ← clip

[
∇fu(θ(u)

t , ξ
(u)
t ), ∆g

]
with ξ

(u)
t ∼ Du// Clipped gradient

θ
(u)
t+1

2
← θ

(u)
t − η

(
g

(u)
t + (C†Z)[nt+u]

)
// Local update

Send θ
(u)
t+1

2
to all neighbors v ∈ Γu;

Receive θ
(v)
t+1

2
from all neighbors v ∈ Γu;

θ
(u)
t+1←

∑
v∈Γu

W[u,v]θ
(v)
t+1

2
// Local average

return θ
(u)
T+1, ∀u ∈ {1, . . . , n}

Privacy Guarantees

Theorem

Let OA = AG + BZ be the attacker knowledge of a trust model , and denoteM(G) the
corresponding mechanism. Let Π be a participation scheme for G. For Z ∼ N (0, ν2)m×d

,

when A is a column-echelon matrix and there exists some matrix C such that A = BC with

ν = σ sensΠ(C; B) with sensΠ(C; B) ≤ max
π∈Π

∑
s,t∈π

∣∣∣∣(C>B†BC
)

s,t

∣∣∣∣ ,

thenM is 1
σ −GDP , even when G is chosen adaptively.

Now we have a dependency in B because the workload matrix is not squared

This is a generalization of previous results.

Hold for more general algorithms than MF-D-SGD

Captures different trust models: LDP, PNDP [1], SecLDP.

Better accounting
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MAFALDA

MAtrix FActorization for Local Differential PrivAte-SGD (MAFALDA-SGD)

For Local DP, nodes can only rely on their own noise for protection

For computational reasons, we want the same noise pattern for all nodes.

The new minimization problem is

Lopti (WT , Clocal ) = sens
Πlocal

(Clocal )2
∥∥∥LC†local

∥∥∥2

F

with L the Choleski decomposition of
n∑

i=1

[
(IT ⊗W ) WTK(T,n)

]>
[:,iT :(i+1)T−1]

[
(IT ⊗W ) WTK(T,n)

]
[:,iT :(i+1)T−1]

Experiments on Housing dataset on Facebook Ego graph:
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Experiments on FEMNIST dataset on Facebook Ego graph:
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